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Introduction

Thanks to Checkpoint NG FP3, configuring VPN is as easy as installing MS Office on Windows. |
am not sure how easy it can get, however, FP3 might confuse FireWall-1 admin’s since Ul has
changed quite a bit, especially when you are trying to configure VPN. New terms like VPN
Community and VPN'’s Site have been introduced. Now you are not required to define encryption
rules since these will be automatically created when you define a VPN domain.

This paper assumes basic knowledge of Firewalls, especially some familiarity with Checkpoint
VPN-1/Firewall-1. This is a very basic tutorial for System Admins who are new to Check Point

Firewall.

Network Layout
Firewall Configuration use for this setup:

¢ NewYork

External Interface - 172.16.1.2

Internal Interface — 10.10.1.1

Host behind this Firewall (Trusted Network) — Client1: 10.10.1.2
Network Behind this Firewall — 10.10.1.0

Net Mask: 255.255.255.0 for both internal and external networks

O O O O O

e Kashmir
o External Interface - 172.16.3.2
Internal Interface — 10.10.3.1
Host behind this Firewall (Trusted Network) — Client2: 10.10.3.2
Network Behind this Firewall — 10.10.3.0
Net Mask: 255.255.255.0 for both internal and external networks

O O O O

NewY ork Kashmir

172.16.1.2 lEI
10.10.3.1—= =g
Client1 Client2
10.10.1.2 10.10.3.2
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Figure-1: Schematics of the Networks

Configuring VPN on NewYork VPN-1/Firewall-1 Server

Creating a Node

First ensure that you have defined at least one Check Point host that is behind NewYork. This
can be simply done by going to the “Manage” menu and select “Network Objects” > “New” >
“‘Node” > Host

7 localhost - Check Point SmartD ashboard - ¥YPN Manager

File Edit “iew Manage Fules Policy Smatap Seach 'window Help
R T TR = e =
el I ERE e A =

‘ J ﬂ SmartDefense...

EH._, | | 22 Securty - Standardl iE] Address Translation - Standard @ PN Manager Il-ﬂ Desktop Securiby - Standaldl
=slal@lalalel =7
E-El. Metwork Objects ';,‘:@I:a
& Check Paint Fematedcoess
m Newivork,
[]-- Modeg
oo
Networks | -~ =
idpk LacalMet_Kashmir B — . '-E/_I
LAk LocalNet_Mewttark Showe IAII - | More>» U2 DD AEEeEs
Domains =
05E Devices
] enterprise | ’l—l
zﬂdgd\:eis:;‘;&gl; Name : r:z;:::::line LI | Bebind HaT [ Wersion | et Mask |
121 Dynamic Objects 0 cien Mo M
52 LocalMachine CoHew W Remove | Edit.. |
YolP domains = Check Paint »
Interoperable Device.
——  Metwork...
LDiomain... =
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For Help, press F1 localhast |Readiwrite | INUM [
Figure 2:
Next, you will be presented with “Host Node” window. Enter name of the host and the IP
address. Make sure you define the IP addresses under topology.
e Do not add NAT to this object.
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Figure 3:

Head Quarters: 1150 N. 1% Street * San Jose * CA * 95112 Tel#408-292-7700 Fax#408-292-7707
www.securenode.com




||SecureNode§

3/1/2003 2:13 PM

Adding New Checkpoint VPN Gateways
First let’s ensure that VPN is enabled for our local Firewall (NewYork). This can be done by going
to Manage menu > Network Objects and edit local firewall object (NewYork in our case) and

check VPN-1 Pro under “Check Point Products” section. Figure-4

% localhost - Check Point SmartD ashboard - VPN Manager

File Edit “iew Manage Rules Policy Smarttap Search “indow Help

g (ram|acas|| B tesat||YaanE ]|
|[eef iz ‘ | Bk SmerDeterse. J S lEE NG} Chock Point Gatoway - NewYorik
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& .
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- -~ Extranet
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Lo - Network ohiecty ———————————————————— Logs and Masters Color, l—_l_v
iz IA" - | More sy - Capacity Optimization / -
- Advanced Check Point Products
(B8] enterprize ;I
2 InternaiNet Wersion: INE Feature Pack 3 =l [Gies Varsiunl
27 LocalMachine
Localet_Kashmir
Localtet_Mewark JL'LI
[15ecureClient Palicy Server I
[5ecureClient Software Distibution Server ;I
; Mew... | Bemove | Edit.. | Secure Intermal Communication
[EommumiEation, . (U5 Icn:cp_mgml,u:slatiun'l.Iab.securenude.cum.eb
LCloze | Show | Help |
— x
ak. I Cancel Help
o,
|
., @
1 |+ |J
Done. [lncalhost |Readwiite MNLUM
Figure 4

Since we will be using the “Pre-Shared Secret” keys to build a VPN tunnel between two
gateways, we need to define the secret key. Figure 5

Double click on Check Point Gateway from the left column in SmartDashBoard (in our case
NewYork). Click on VPN - Traditional Mode Configuration > Check “Pre-shared Secret”’ >
Click on “Edit Secrets” > select your peer GW (in our case Kashmir) = Click on Edit> Type in

your password and click on “Set” the password. You will need to use the same password when
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configuring this section on the peer GW. Also, ensure that you use the same En

cryption and
hashing algorithms in the peer GW.

% localhost - Check Point SmartD ashboard - VPN Manager

File Edit “iew Manage Rules Policy Smarttap Search “indow Help
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2252 iE || @ srmapeerse || Pl o= 841 | [k @[ @ @I 5 || & 2 %0 & [ &
a, | | H Check Point Gateway - NewYork
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: Check Point - Topology Thig module participates in the following YPH Communities:
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{—.ﬁi kashmi = VPN |‘% Tasawar
i ﬁb Newrork RAENEEM Traditional mode IKE properties x|
E Modes - Extranet
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i - L o o PP -~
:‘::;i’:ble Devices __ Ena?;a::; ~ Support key exchange encrpption with: Suppart data integrity with: Tafs Tty Wiz
Ak LocalNet_Kashmir Advance ¥ MD5 ﬁgurritlhmM%E;ES
L egrity:
A LocalMet_Newivork. ¥ SHAl RenegotistionTime: 3500
Domains LI = -
O5E Devices |1
i~ Suppaort authentication methads: I
¥ Pre-Shared Secret Edit Secrats.. | j AT [ Version [ et Mask |
Logieal Servers m ™ Public Kep Signatures S ele i | ettt
Address Ranges ﬁi - =iy NG FP3
Dynamic Objects
52 AuliaNet

<2 DhZNet Shared Secret

s
2 Intenalbet —Shared Secrets List: ml J
. .
2 LocalMachine Peer Name | Shared Secret |
WolP domaing kashmir

Edit J Help
Eemave |

=
£
Enter secret: Iabc12§l Set I |
ak, | Cancel Help
oK Cancel | Help
v
*
7
al liw lﬂ
iﬁStanl E:\WINNT\SyslemEZ\. . I @ Exploring - C:%Program ... I Elncalhn:l - Check . E:\W\NNT\SyslemEZ\ . I @ Configuring site to site: V..I @unt\tled - Paint | 1:57 PM
Figure 5

Now let’'s add the peer gateway (VPN-1/FireWall-1). This can be done by going to Manage menu

- Network Objects > New - Check Point > Externally Managed Gateway... Figure-6
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" localhost - Check Point SmartD ashboard - VPN Manager
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For Help. press F1 [localhost [Read/wiite MU

Figure 6

In the “Externally Managed Check Point Gateway” property window, enter the name and the IP

address of external interface of the peer gateway by selecting “General Properties” in the left

column. Ensure you check the VPN-1 Pro under “Check Point Products” section.
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Remotedccess

Externally Managed Check Point Gateway - kashmir
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U ar
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E 172.16.3.2

[w]Firstsall-1
(w]/PM-1 Pro

[FloodGate-1
(15 ecureClient Policy Server
[ 1SecureClient Software Distribution Server

Figure 7
Define the topologies of your peer gateway properly (in our case Kashmir). Under VPN Domain,

check the “All IP addresses behind Gateway based........ ” box Figure 8.

Click OK once you are done.
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Figure 8
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Defining VPN Communities

In the SmartDashBoard window click on VPN Manager tab and right click anywhere to define new

VPN Community. You may also choose VPN Communities by clicking on Manage Menu.

If you right click in VPN manager window you will be presented with following window. Select

New Communities=> Meshed. Figure 9

':T':’: localhost - Check Point SmartDashboeard - YPN Manager

File Edit “iew Manage Hules Policy SmartMap Search “indow Help
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O5E Devices T -
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For Help, press F1 |lozalhost |[Readfwiite | [MUM [
Figure 9:
As soon you click on Meshed, you will be presented with “Meshed Community Properties”
window. Figure-10
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. localhost - Check Point SmartD ashboard - YPN Manager
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Done. |lozalhost |Readfwite LI
Figure-10

Enter any name you want to call your VPN Community and add relevant comments.

Check “Accept all encrypted traffic” checkbox.

Click on “Participating Gateways”, click on Add, select each Firewall and click OK once
you have added both (NewYork and Kashmir). See Figure-11

e For this tutorial, you don’t need to modify “Services in the Clear” section.

In the “VPN Properties” section you MUST make sure that all encryption and hashing

algorithms you choose are the same when defining the peer VPN Community on

Kashmir. Figure 12
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Figure 11

8 Meshed Community Properties - Tasawar
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Click on “Shared Secret” and check “Use only shared key for all external members” box See
Figure 13. Select peer GW and click edit, make sure the password is the one you intend to use,

since there is no verification of passwords, if mistyped, once entered.

Click OK.

% localhost - Check Point SmartD ashboard - VPN Manager
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Done

Figure 13

[lncalhost

[ o [

|Readwiite

From the main menu, click on verify and install policy and if you don’t receive any error’s you are

done.

You will repeat the same steps on the peer Gateway.
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Open the command line prompt from any host behind the firewall (NewYork). In our case it was

client1 (10.10.1.2) and try:

1) Ping IP 10.10.3.2, which is a host behind Kashmir. See Figure 1
2) Telnet 10.10.3.2 @ port 80
3) ETP 10.10.3.2

You should be able to access all services transparently

PS: | have installed web server and FTP server on the host 10.10.3.2

AWINNTASystem32\cmd exe

C:\>ping 19.10.3.2
Pinging 18.18.3.2 with 32 bytes of data:

Reply from 18.108.3.2: TTL=254
H TTL=254

.1@.3.2: TTL=254

Reply from .18.3.2: bytes=32 time<1@ms ITL=254

C:~>ftp 10.18.3.2

Connected to 10.18.3.2.

228 client3 FTP server (Uersion wu—-2.6.1-18> ready.
User ¢(1B.18.3.2:{noned): guest

33 word regquired for guest.

Cis>
G:n>telnet 18.10.3.2 88
Ganz

i Telnet - 10.10.3.2
Connect Edit Teminal Help
<!DOCTYPE HTHL PUBLIC "-//IETF//DTD HTHL 2.0//EN">
<HTHL><HEAD>
<TITLE>581 Hethod

Hot Implemented</TITLE>

</HEAD><BODY>
<H1>Method Hot Implemented</H1>
get to findex
.html not supported.<P>

Connection to host last, <ADDRESS>Apache/1.3.2
@ Server at 127.8.8.1 Port 88</

Comments and Feedback:

| am sure this document has some errors. Please email all your questions or feedback to

tasawar@securenode.com
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