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Preparing for Install

1. Install Service Pack 3 for Windows 2000.

2. DO NOT include IS 5.0 when selecting which components to install. *

* It is important that IIS 5.0 is not running on your Windows 2000 Server system or else the
Voltage Server will not run properly. If it is already currently running on your computer, remove it.

Configuring Voltage Secure Policy Suite

1. Go to "Computer Management" by right clicking on "My Computer" from the desktop, then

selecting "Manage."

2. Create VoltageConfigAdmins as a local group.

3. Create VoltageAuditAdmins as a local group.

E Computer Managemenkt

J Ackion  Wiew |Jd=' -P|||@

Tree I

Marne

| Descripkion

Q Compuker Management {Local)y

Elﬁ& System Tools
-] Evert Wiewer
+-F) System Infarmation

[—]@ Storage
|7 Disk Management

----- @ Disk. Defragrmenter

----- = Logical Drives

@ Removable Skorage
EEI--@ Services and Applications

[+ & Performance Logs and Alerts

5 Administrators
Eiau:kup Cperatars
gGuests

anwer Users
Replicatu:-r

Llsers

M8 DHCP Administratars
%4 DHCP Users
'-.-'u:ultage.ﬁ.udit.ﬁ.dmins

Administrators have complete and u..,
Backup Operators can override secu. .,
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Power Users possess mask adminiskr, .
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Ilsers are prevented From making ac...
Members who have administrative a...
Members who have view-only acces, .,

g(é'-.-'nltageCDnFig.ﬁ.dmins

s WIS Users

Members who have view-only acces., .,

Figure -1

4. Add Administrator from local group to VoltageAuditAdmins

5. Add Administrator from global group to VoltageAuditAdmins

6. Add <voltage user> from global group to VoltageAuditAdmins

Copyright © 2003 SecureNode Inc.
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7. Repeat procedure for VoltageConfigAdmins

Mew Group _ ﬂil

Group name:  |¥oltageduditidmins

Description: I

tembers:

E.ﬁ.dministratnr
ﬂ SECUREMODE\Admiristratar
ﬂ SECUREMODE \uzerd [uzerd@securenode. com)

Add... Bemove |

Lreate I Cloze

Figure - 2

i Select Users or Groups ed |
Look in: I@ secUrenode. com j
I ame | In Falder | il
ﬁ valtagel User [valb@zecurenade. com) securenade. camd zers
ﬂ uzer 1 [uzerl @securenode. com) securenode. com/U zers
ﬁ uzer 2 [user2i@securenode. com| securenode. com/U zers J
ﬁ wzer 7 [userfiEsecurenode, com| gecurenode. comdU zers
ﬁ liza zamual [lzaf@zecurenode. com) gecurenode. comddcoounts/Headquarters
ﬁ uzer 4 [uzerdli@zecurenode. com] securenode. com/l zers
ﬁ Dromain Complkers gecurenode. com/ zers LI
Add Check Mames

uzer 4 [userdi@zecurenode. com) ; Administrator; STATIOMN 4% driniztrator

F. Cancel

A
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Figure - 3

Java Installation

1. Download and install Sun J2SE JRE 1.4.1 from:
http://java.sun.com/j2se/1.4.1/download.html

MySQL Installation

1. Unzip mysql-4.1.0-alpha.zip to c:\ (default)

Voltage Installation

1. Run VoltageServerinstaller_2.1.0x.exe to begin installation wizard.

2. Unzip mysql-connector-java-3.1.0-x.zip to C:\Program Files\Voltage Security\Voltage
SecurePolicy Suite\lib\.

3. Copy mysql-connector-java-3.0.x-stable-bin.jar to C:\Program Files\Voltage
Security\Voltage SecurePolicy Suitellib\.

Configuring Voltage.sql.bat

1. Edit voltage.sql.bat, found under C:\Program Files\Voltage Security\Voltage SecurePolicy

Suite\etc\.
& voltage.sql - Notepad - O] x|
File Edit Format Help
vy g1 b n\m*@q'ld ——install :[
net start mysg

“covymesglhbimymysglt < Tockdown. sg
"cowmysgihbinymysgl” < woltage. sgl

K1 2

Figure -4
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Ej yvoltage.sql - Motepad - IEIIE[
File Edit Farmat Help

i mysg b n\mﬁrsq'ld —=install ;|
net start mys &

"covymesglhbinymysglt —uroot -p < lTockdown. gl
"covymysglhbintmysgl" —uroot —p kg woltage. sgl

K1 2

Figure -5
2. Execute voltage.sql.bat.

3. Hit <Enter> for password.

Configuring MySQL

1. Copy libmysql.dll, from mysql\lib\opt to c:\%systemroot&\system32\
2. Start MySQLAdmin

3. Login with any User / Password

4. Make sure mysql is running in Services.

1. Run mysql -uroot -p

2. For Password, press <enter>.

3. At mysql prompt, type: use voltage;

4., Type: select * from adaptertype;

5. Type: exit;

Copyright © 2003 SecureNode Inc. Author retains full rights.
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WYWINZK System32h cmd.exe

Cismysglsbhinmysgl —uroot —p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or “g.

Your MySQL connection id is 22 to server version: 4.1.8-alpha—max—debhuyg

Type ‘help;* or *‘“h' for help. Type *~c’ to clear the buffer.

mysgl> use voltage;

Databaze changed

mysgl> select * from adaptertype;
+ +

Windows Domain w/ Exchange
Windows Domain ws Exchange
PFOP3

Email Anzwerback

Cuztom

1
1
+
1
]
]
1
1
]
]
1
1
1
+

in set (@B.00 sec>

Figure - 6
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Configuring District Initializer

1. Run the "District Initializer" application in the "Voltage SecurePolicy Suite."
2. Enter the License Key Provided by Voltage Inc. ™

3. Initialize and write to Master and Backup Floppy (A:).

¥oltage Security Suite District Initialization Ceremony

Enter the primary domain name For wour diskrick (e.q. acme.com): | securenade.cam

The master secret writken to wour backup floppies will be protected with a passphrase.

Passphrase: I ekttt

Passphrase {Again): I e ——

Enter waour License Key: I

Initialize I Write [Master Secret to Floppy: (G Wyribe Backup Floppy: (&) Cancel

Figure -7

Configuring District Loader

1. Run District Loader in "Voltage SecurePolicy Suite" directory

2. Enter the Passphrases.

Copyright © 2003 SecureNode Inc. Author retains full rights.
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. ¥Yoltage Security Suite District Loader x|

This application will load a districk master secret and public parameters onto this machine
from a backup Floppy created using the Yaolkage Districk Initialization Spplication,

Floppy Passphrase:

The copy of the master secret an this machine will be protecked with a machine-specific
passphrase of wour choosing.

ou will be required to enter this passphrase every time your server starts unless wou
leave this passphrase blank.,

Passphrase: I

Passphrase {Again): I

Zancel | Load

Figure - 8
Server Configuration File Properties

1. Right click on server.conf, found in C:\Program Files\Voltage Security\Voltage SecurePolicy
Suite\etc\.

2. Select Properties
3. Select Security Tab.
4. Select System User

5. Uncheck "Allow inheritable permissions from parent to propagate to this object" checkbox.
When asked for verification, select "Remove."

6. Modify the properties so that all administrator groups have all privileges, while the SYSTEMS
group & VoltageConfigAdmins group only has "Read & Execute" and "Read" privileges

Copyright © 2003 SecureNode Inc. Author retains full rights.
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server Properties ﬂﬁl

General Security | Summar_l,ll

M arne | Add...
ﬁ Adminiztrator [SECUREMODE \MAdminiztratar]

o - Hemowve |
ﬁ Adrinistrator [STATIOM A%Adminiztratar]

€7 SvSTEM
ﬂ Lzer 4 [uzerdi@zecurenode. com])
ﬁ YWaltageConfighdming [STATION 4V altage. .

Permizzions: Al Deny
Full Cortral O
Fodify O
Fead & Execute O
Fead O
Wit O

Advanced... |

r Allovs inheritable permizzions from parent to propagate ta thiz

object
| k. I Cancel Spply

Figure -9
7. Open server.conf with notepad. Change the information to:

ssl.keystore.voltage-ps-0000.<domain>=C:/Program Files/Voltage Security/Voltage
SecurePolicy Suite/etc/voltage-ps-0000.<domain>.keystore
ssl.password.voltage-ps-0000.<domain>=123456
ssl.keystore.voltage-pp-0000.<domain>=C:/Program Files/Voltage Security/Voltage
SecurePolicy Suite/etc/voltage-pp-0000.<domain>.keystore
ssl.password.voltage-pp-0000.<domain>=123456

lib.dir=C:/Program Files/Voltage Security/Voltage SecurePolicy Suite/lib
token.secret=

db.driver=com.mysql.jdbc.Driver
db.url=jdbc:mysql://localhost/voltage?user=root&password=&autoReconnect=true
admin.netmask=127.0.0.1/0.0.0.0

Generating Keys

1. From DOS prompt, go to C:\Program Files\Java\j2re1.4.1_04\bin
2. Type: keytool -keystore voltage-ps-0000.<domain>.keystore -alias ssl -genkey -keyalg
RSA

Enter keystore password: 123456

3. Enter information.

Copyright © 2003 SecureNode Inc. Author retains full rights.
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E:"-.,WINZI("-.,Systenﬂ2"-.,|:n1|:|.EHE

C:~Program Files“Javasj2rel.4.1_84~bin>*keytool -keystore voltage—ps—BBBA.zecuren
ode.com.keystore —alias ss]1 —genkey —kevyalg RSA
Enter keystore password: 123456
hat iz wyour first and last name?
[Unknownl: wvoltage—-ps—B808.securenode.com
that iz the name of vour organizational wunit?
[Unknownl: IT
that iz the name of vour organization?
[Unknownl: SecureMode
that iz the name of vour City or Locality?
[Unknownl: £an Jose
hat iz the name of vour State or Province?
[Unknownl: CA
that iz the two—letter country code for this unit?
[Unknownl: US
Iz CHN=voltage—ps—H@00A.zecurenode.com, OU=IT,. O=SecureMode,. L=5%an Jose.
US correct?
[nol: yes

Enter key password for <ssl>
CRETURM if same as keystore password):

C:~Program FilessJavasj2rel.4.1_ 84-~bin>

Figure - 10
Requesting Certificate

1. Type: keytool -keystore voltage-ps-0000.<domain>.keystore -certreq -alias ssl -file
voltage-ps-0000.<domain>.csr
Enter keystore password: 123456

2. Repeat both keytool procedures for voltage-pp-0000.<domain>

3. Go to Certificate Authority site (ie. www.entrust.com/freecerts)

4. Select certificates for web --> web server.

Copyright © 2003 SecureNode Inc. Author retains full rights.
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ed by Entrust - Microsoft Internet Explorer =1

Eile Edit View Favorites Tools  Help ﬁ
aBack v =~ (D) 3| @search  GFavorites Jvedia (F | By S - ¥

Address [&] Rttpifeswms entrost comfreecertst =] e

» Login P Help b Contact Us

Szturi;qI Digitel Identities P About p Products | Solutions | Services | Partners P Resources [ Customers
mation

Search I

Free Certificates Welcome to Freecerts.Entrust.Com
Web A Live Test Site for web and VPN Certificates
VPN
This site has been designed to provide a great opportunity to learn more about Wweb
and WPN certificates. Entrust customers and partners can use this live test site to get
FREE 60-day trial Wweb and WPN certificates to test for interoperability with the
Entrust public-key infrastructure (PKI) -- quickly and easily.

web Certificates ¥PN Certificates
Get FREE A0-day test S50 Web Test your YPN device with these FREE
certificates that can be used for SSL, 60-day Entrust certificates.
S/MIME and object signinag.

This site is based on Entrust Authority ™ software — designed to centrally manage a
wide wariety of certificate types from a single PKI that can be used across many
applications and platforms. Learn more about Entrust products and partner products,

For all other inguiries, you may contact us.

The certificates issued to you on these web sites are intended for dermonstration
purposes only, They riust not be used for carmerdal purposes. You should also be
swars that wa do not verify the identity of p who req 3 All
certificate requests are approved automatically,

P Site Map P Privacy Staternent b Legal b Contact Us

) Copright 003 Ertnust, A ihis reserver,

|g'| Secure solutions for: Identity Management, E-mail, VPN, Web Portals & E-forms ‘Q Internet

Figure — 11
5. Open voltage-ps-0000.<domain>.csr with notepad.

6. Copy certificate (in PKCS#10 format) into the box shown below.

icrosoft Internet Explorer

File Edit Wiew Favorites Tools Help

dBack + = - @D il ‘ Qsearch [GlFavorkes EiMedia &4 | B-SE - ¥

Address I@‘I http:/finterop. entrust.comfcda-cgifadmincgi. exe j WGD
Free Certificates Step 3 - Retrieve Certificate
web
Request 3 Web The Authorization Code and Reference Number are used to retrieve your certificate
(oo i fram the Entrust Authaority™ PKI, Typically to adhere to a company's security policy,
Request a Web authorization codes would be transmitted to users out-of-band {eg. telephane, secure

Sarver Certificate e-mail) to ensure that the certificate issued remain secure and trusted.
Retriave tha CA
Certificate . .
However, for the purpose of this demo, your Authorization Code has been supplied

Cennect ko aur autarnatically and is displayed below,

Secure Web Server
About thiz Demo

PN Ruth Code: SASC-TSHI-HLEZ

Ref Number: 00006822

In the fields below, you must paste the certificate request from your server. You can
choose to view the certificate response in raw DER format or in PKCS #7, This
depends on the format which is needed by your server,

options: | displayed as PEM encading of certificate in raw DERj

Please enter yvour server certificate request (PKCS#10 request) in the following field.
Make sure that your Common Name {CN) matches the reference number of the
certificate being retrieved when generating the request. If you do not know how to
generate this request, please consult your server docurnentation,

HIIBuDCCASECAQAWEDELMAKGAIUEERNC VWX CZ AJEQVE

AgTARNENREwD wYDVQOHE whTYW4gSms z

ZTETMEEGAIUEChMEUZVIdXI 1hmSkZTELMAKGAIUECKHNCS

VO Jz A 1BgNVEANTHR ZvE HRhEZ Ut cHME

HDAWMCSzEWN lenWubhZ R1Lnvh TCEnz ANEgkghkiGSwDE L

QEF LA0BjQhugYhCgYEAvhechRy0ZpYxH

LGoDRMyEMUFBIT21/hllhdxvwE3 1ABXE7 eEREX+EIvhT43

Wxonb ZAVWId0 zCUibInGjyEuwz2 1540 -
ThLIART?Mirvc RTSp TRUSNULEMI/ © I/XIOEBICChlE‘lSmELI

Submit Request Reset |

[
|@j Secure solutions For: Identity Management, E-mail, YPH, Web Partals & E-forms ’_,_,_ & Internet
Figure - 12
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10. Copy encryption text, including “------ BEGIN CERTIFICATE-----“ and “-----END
CERTIFICATE-----“ to a new file voltage-ps-0000.<domain>.cer.

/2 Free Certificates provided by Entrust - Microsoft Internet Explorer = ﬂ

File Edt ‘“ew Favorites Tools Help ﬁ

Back ~ = ~ (@ [4] fﬁl Qisearch  [GfFavorites @fMedia (4 | - S @ - =

Address I{[ http: jfinterop. entrust . com/cda-cgifientegi. exe j a0
Google vl j | fhisearch web @ Search Site | bt ‘ FPageRank. iy - ‘ [ ontians - P
Links & ]Customize Links & |Free Hotmall @& Windows Media & |windows
P Login P Help P Contact Us ;I
Securing i . . .
ing Dightal Ide p About | Products | Solutions | Services | Partners P Resources | Customers
Search
(R B Step 4 - Server Certificate Retrieval
i ab
Reguest & We_b This is your Server certificate {in raw DER), Copy the entire certificate into your
Briergoct Eariiieia clipboard. If it is going to be installed into Microsoft Internet Information Server, only
Reguest 2 WEb copy what is between the lines "BEGIN CERTIFICATE" and "EMD CERTIFICATE". If you
SSacetiicats are using Metscape Enterprise Server, vou should copy everything (i.e., including the
Retrieve the CA "BEGIN CERTIFICATE" and "END CERTIFICATE" lines).. For instructions on haw ta

Certificate secure your server using this certificate, please consult your server documentation.

Connect to our
Secure Web Server

About this Dema MIID2DCCAOGTAWIBAGIEOSrkSDANEgkghkiGIwBAQUFADEQMQswCOYDYQOGEWIV
Y] UzEQMA4GAIUEChHHRWS 0enWzdDEvHCOGAIUECKMnRY S 0cnV=dCBOS0kgRGVED2 2
dHIhdGlwbiBDZEI 0aWZpY 2F 0EEMwHhcHMDMxMDAYM J AxNDU1WheNMDOxMDAYM A0
NDU1WiCEB4DELMALGAIUEBRMCVVYREDAOBgNVBACTEBOVudHI 1c30xLz At BgNVEBAST
JkWVudHI1c30gUELJIERLIEW Suc3RyYERpL24902VydGlnaWHhdGVzHR4wHAYDVOQL
ExWFbnRydENOL1d1¥iBDb2SuEZWNOb3 IxRTEDEgHVBASTPESwIExpYWIpbGl 0eSEh
cyBwZEIgaHR0cDovL2ZyZWViZHE] 0oy 1 bnRyd KN D LnHwbS595aWH1bnH 1 Lnh ObTEn
MCUGAIUEAxMednd=dGFnZSlveylwHDAvLnN 1V 3VyZW S vEGUuY 29t M IGEHADGCSgG
SIL3DOEBAQUAA4GHADCEIQKEgQC+FyFHLEM] jEcsagPEvDorQUERE 3E+GUYEF 3HAT
el AHETwHSRAf dpnJvv jdbFyd tkBVY 1 3ITHISHencaPIg?DPalz 551t LhFhezCO9xF

PmliFbk1TUQun+039cg60GsIKGUT 1w YRpk 7 UIVEGwiJukrCdrzk TKF jcH3JwbG13 —
nt MW wIDAQABo4 IBLDCCASgwCwYDVROPBAQDAGYgHCsGAIUdEAQKMCKADE TwMDM
MDAYM{AONDULIWoEPH j AwNDAZHTUwHDQONTVaBEGCWCGSAGG+EIBAQQEAwIGODEZ
BgHVHREELDEqMGigZgBkpGIwYDELHAGAIUEERHCVVHxEDAOBgNVEBAOTEOVudHI1
c30xLz At BgNVBAsTIkVudHI1230gUEL JIER1 bW S ucIRyYERpb2 4g02VydGlnaWih
dGVzM04wDAYDVOODEwVDUkwEMTAf BgNVHSHEGDAWgERz Ur Ly D0 3DKoX 32 jADIigl
FV¥1ujadBgHVHQ4EFgQUALGOE BEvPGne 3k d5iul¥t S6LugdwCQYDVROITEBAIwADAZ
BgkghkiGIn0HQOAEDDAKGWRWNC4wAwIDgDANBgkahkiGIwlBAQUFAA0Bg0A9e=d0
rE9WD2kUlxbiH9gF t iz ICGAHI IK4Adn0gI IBESEAETrk 2xK4 f PckPd475d 1K 4rrE
FiskTGTz4dn6TOTjHEAZ 0EZ-SC5IbwurAaAZDUBowiH2900B-D16ko?~jrhEECHQ

Kj0¥Hnp3R90q56pg+EyHGlnDvsbSg5dKSQUsRQ== :J

TVN CTDTIETCATE

|8_1 Secure solutions for; Identity Management, E-mail, WP, Web Portals & E-forms |O Inkernet

Figure - 13

11. Retrieve the root certificate, which is in PEM format and save to a new file ca-ps.pem.

C:“Program Files“Java“jZrel.4.1_B4~bin*keytool —-keystore voltage—psz—-B@6Q.zecuren
ode.com.keystore —import —alias ca-ps —file ca-ps.pem
Enter keystore password: 123456
Ouwner: CN=httpsz:/svoltage—ps—ABAA.zecurenode.coms, OU=Mo Liahility as per http:/
sfreecerts..entrust.coms/license.htm, OU=Entrust-Weh Connector, OU=Entrust PKI Dem
onstration Certificates, O0=Entrust. G=US
Issuer: OU=Entrust PKI Demonstration Certificates, O=Entrust, C=US
Serial number: Ih%aeZff
Ualid from: Mon Sep 29 17:66:081 PDT 28003 until: Wed Sep 29 17:36:81 PDT 20684
Certificate fingerprints:

MD5: 11:D9:DE:27:96:5D:02:5E:DC:EB:A1:44:1F:F5:DC:34

SHA1: 8B:BD:A1:8C:33:F7:A4:96:3F:3D:49:AC:CA:48:FA:64:2E:CE:D4:C1
Trust this certificate? [nol: yes
Certificate was added to keystore

GC:sProgram FilessJavasj2rel.4.1_B4-hin

Figure — 14
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The last step is to import this certificate into your keystore:

1. Type: keytool -keystore voltage-ps-0000.<domain>.keystore -import -alias ca -file ps.pem

2. Type: keytool -keystore voltage-ps-0000.<domain>.keystore -import -alias ssl -file
voltage-ps-0000.<domain>.cer

3. Repeat both keytool procedures for voltage-pp-0000.<domain>.cer
4. Copy voltage-ps-0000.securenode.com.keystore &

voltage-ps-0000.<domain>.keystore to C:\Program Files\VVoltage Security\Voltage
SecurePolicy Suite\etc\.

Logging into Voltage Dashboard

1. Restart Voltage Server in Services.
2. Start Internet explorer

3. Enter URL: https://voltage-ps-0000.<domain>/admin

Copyright © 2003 SecureNode Inc. Author retains full rights.
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Appendix A

How to Alias Your Server to Multiple IP Addresses

1. Double click on the LAN icon in the bottom right corner of the taskbar.

2. Configure the LAN Properties.

Local Area Connection Status S
General
— Connection
Status: Connected
Diuration: 00:07:39
Speed: 10.0 Mbpz
— Activity -
Sent =—— 'I ——  Received
L 4
Packets: 282 | 222
Dizable |

Cloze |

Figure — 15

3. Set static IP address
4. Enter subnet mask

5. Enter default gateway

6. Set DNS Sever according to your company's LAN network configuration.

Copyright © 2003 SecureNode Inc. Author retains full rights.
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Internet Protocol (TCP/IP) Properties 2=l

General

You can get IP zettings azsigned automatically if your netwaork zupports
thiz capability. Othenmize, pou need to azgk wour nebwork adminiztrator for
the appropriate [P zettingz.

™ Obtain an IP address autamatically

—% {lse the following IP address:

IF address: 172 16 . 4 . 2
Subnet mask: I 286 255 285 . 0
Diefault gateway: | 172 .16 . 4 . 1

" Ohtain DHS server address automatically

—f® Llze the following DMS server addresses:

Preterred DMS zerver: I 172 .16 . 8 . 2

Alternate DMS zerver: |

Advanced... |
(1] 4 I Cancel |

Figure - 16

7. Click on Advanced and ADD a second IP address.

Copyright © 2003 SecureNode Inc. Author retains full rights.
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Advanced TCP/IP Settings x|
IP Settings | DNS | WINS | Options |

—IP addrezses

P address | Subnet magk.

17216.4.2 255.205.255.0

Edi... Remove |

— Default gateways:

G ateway | Metric |

172.16.4.1 1

agd. | Ed. Remove
Interface metric: I1
] Cancel

Figure - 17

8. Enter IP address for voltage-pp-0000.<domain>.

TCP/IP Address 2=
IP address: | 172,16 . 4 3
Subnet mazk: I 2Ph .28 028500
Add Cancel
Figure - 18

Copyright © 2003 SecureNode Inc.

Author retains full rights.
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Adding computer to Active Directory Domain

Right click on “My computer” and select “Properties”, under Network Identification Tab, make
sure you computer is member of “Domain”

Identification Changes 21 x|

Y'ou can change the name and the memberzhip of thiz
computer, Changes may affect access to network, resources,

Computer name:

stationd

Full computer name:
stationd. securenode. com|

Mare... |

— kember of
= [lomair:
Isecurennde.mm
" wiortkgroup:
] I Cancel
Figure - 19

Copyright © 2003 SecureNode Inc. Author retains full rights.
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Trademarks.

Trademarks owned by Voltage, the Voltage logo, and all other trademarks, service
marks, and trade names of Voltage appearing in this document are owned by Voltage
Security, Inc. Voltage’ s trademarks, logos, service marks, and trade names may not
be used in connection with any product or service that is not Voltage’ s, in any manner
that is likely to cause confusion, or in any manner that disparages or discredits Voltage.
All other trademarks, product or service names, brand names, company names and/or

logos appearing in this document are the property of their respective owners.

Copyright © 2003 SecureNode Inc. Author retains full rights.
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